Combinatorial characterization of optimal authentication codes with arbitration was previously given by several groups of researchers in terms of affine a-resolvable $+$ BIBDs and $\alpha$ -resolvable designs with some special properties, respectively. In this paper, we revisit this known characterization and restate it using a new idea of GOB designs. This newly introduced combinatorial structure simplifies the characterization, and enables us to extend Johansson's well-known family of optimal authentication codes with arbitration to any finite projective spaces with dimension greater than or equal to 3.
Introduction
Authentication codes (A-codes) were invented in 1974 by Gilbert, MacWilliams and Sloane [2] for protecting the integrity of information. These codes involve three active , impersonation and substitution attacks, are usually considered. A game-theoretic model for authentication codes was developed in 1982 by Simmons [13] . Many other people also contributed to the theory of authentication codes, see, for example, [6, 3, 16, 12] . For this model of A -codes, Johansson [4] derived entropy based lower bounds on the cheating probabilities and the sizes of keys, which were later generalized to $\mathrm{A}^{2}$ codes protecting spoofing of high order by Wang, Safavi-Naini and Pei [18] . Kurosawa and Obana [5] showed combinatorial lower bounds on them. Obana and Kurosawa [8] characterized optimal $\mathrm{A}^{2}$ -codes, that is, $\mathrm{A}^{2}$ -codes with the minimum cheating probabilities and the minimum sizes of keys, in terms of afline $\alpha$ -resolvable $+$ BIBDs. Wang, Safavi-Naini and Pei [18] characterized $\ell$ optimal $\mathrm{A}^{2}$ -codes, which offer the best protection for spoofing of order up to $\ell$ and require the minimum sizes of keys, in terms of $\alpha$ -resolvable and strong partially balanced resolvable designs. Similar results can also be found in, for example, [7, 17, 10, 9] Very little is known about the construction of optimal $\mathrm{A}^{2}$ -codes. Some references related to this problem include [14] , [15] and [4] . Combinatorial characterization of optimal $\mathrm{A}^{2}$ -codes can reduce the construction of optimal $\mathrm{A}^{2}$ -codes to the construction of their corresponding combinatorial structures. Unfortunately, both afRne $\alpha$ -resolvable $+\mathrm{B}\mathrm{I}\mathrm{B}$ Ds and $\alpha$ -resolvable and strong partially balanced resolvable designs are too complicated to be used effectively to construct optimal $\mathrm{A}^{2}$ -codes. In this paper, we introduce a new concept of GOB designs. Although this new combinatorial structure is essentially the same as those mentioned above, it does make the characterization more clear, and does enable us to construct new optimal $\mathrm{A}^{2}$ -codes. Johansson [4] constructed a well-known family of optimal $\mathrm{A}^{2}$ -codes in projective spaces $\mathrm{P}\mathrm{G}(3, q)$ . This is in fact a family of GOB designs, and we will extend this family to $\mathrm{P}\mathrm{G}(n, q)$ for $n\geq 3$ in Section 5 In all the possible attempts to cheat it is understood that the cheating party uses an optimal strategy when choosing a message or, equivalently, that the cheating party chooses the message that maximizes his chance of success. For 
In a Cartesian A-code, the authenticated message $m\in M$ corresponding to a source state $s\in S$ encoded using $e_{T}\in E_{T}$ is the concatenation $m=(s, a)$ of the source state Kurosawa and Obana [5] showed combinatorial lower bounds on the cheating probabilities as follows. -code is said to be optimal with respect to cheating probabilities and key sizes if it is optimal with respect to cheating probabilities and the bounds of Corollary 2.3 are met. An $(\ell, c)\mathrm{A}^{2}$ -code is said to be optimum if it is optimal with respect to cheating probabilities and key sizes and the bound in Corollary 2.4 is met.
GOB Designs
Given a set $\mathcal{V}$ of $v$ elements Si, $s_{2}$ , $\ldots$ , $s_{v}$ , a relation satisfying the following conditions is said to be an association scheme with $m$ classes.
1. Any two elements are either 1st, 2nd, . . ., or mth associates, the relation of association being symmetric; that is; if the element $\alpha$ is the ith associate of the element $\beta$ , then $\beta$ is the $\mathrm{i}\mathrm{t}\mathrm{h}$ associate of $\alpha$ .
2. Each element a has $n_{i}\mathrm{i}\mathrm{t}\mathrm{h}$ associates, the number $n_{i}$ being ind epedent of $\alpha$ . 3 . If any two elements a and $\beta$ are $\mathrm{i}\mathrm{t}\mathrm{h}$ associates, then the number of elements that are $j\mathrm{t}\mathrm{h}$ associates of $\alpha$ , and $k\mathrm{t}\mathrm{h}$ associates of $\beta$ , is $p_{jk}^{l}$ and is independent of the pair of $\mathrm{i}\mathrm{t}\mathrm{h}$ associates $\alpha$ and $\beta$ .
The numbers $v$ , $n_{i}$ $(\mathrm{i}=1,2, \ldots, m)$ and $p_{jk}^{i}(i, j, k=1,2, \ldots, m)$ are called the parameters of the association scheme.
If we have an association scheme with $m$ classes and given parameters, we obtain a partially balanced incomplete block design, or simply PBIB design, with $m$ associate classes if the $v$ elements of $\mathcal{V}$ are arranged into $b$ subsets called blocks of size $k(<v)$ such that 1. every element occurs at most once in a block; 2. every element occurs in exactly $r$ blocks; 3. if two elements $\alpha$ and $\beta$ are ith associates, then they occur together in $\lambda_{i}$ blocks, the number $\lambda_{i}$ being independent of the particular pair of $\mathrm{i}\mathrm{t}\mathrm{h}$ associates $\alpha$ and $\beta$ .
The numbers If we interchange the roles of elements and blocks in the definition of a GOB design, we obtain an affine $c$ -resolvable $+$ BIB design introduced in [8] and $\alpha$ -resolvable designs with special properties in $ [10, 18] $ . Affine $c$ -resolvable $+$ BIB designs were proved in [8] to be equivalent to optimal $(\ell, c)\mathrm{A}^{2}$ -codes. a-Resolvable designs with special properties were also used in $ [10, 18] $ to characterize optimal $\mathrm{A}^{2}$ -codes. Although the concept of a GOB design and those of an affine $c$ -resolvable $+$ BIB design and an $\alpha$ -resolvable design with special properties are essentially the same, we prefer the terminology of GOB designs than those of affine $c$ -resolvable $+$ BIB designs and a-resolvable designs, because we deem that the concept of a GOB design is easier to be described and understood, and thus it may lead us to new constructions for optimal $\mathrm{A}^{2}$ -codes. It turns out that our expectation can be fulfilled.
In the above definition the parameters Suppose that the $(\ell, c, \lambda)-\mathrm{B}\mathrm{I}\mathrm{B}$ design is obtained by fixing a group $G\in \mathrm{C}\mathcal{G}$ and an element $x\not\in G$ . Suppose also that the fixed element in the $(\ell, c, \lambda)-\mathrm{B}\mathrm{I}\mathrm{B}$ design is $y\in G$ . Then the number of blocks containing $y\in G$ in the $(\ell, c, \lambda)-\mathrm{B}\mathrm{I}\mathrm{B}$ design is the same as the number of blocks containing both $x\not\in G$ and $y\in G$ . That is, $r^{*}=q_{2}$ .
(3.5) Summarily, the following relations always hold among parameters of a GOB design.
We can also derive a lower bound for the parameter $t$ from Rao's bound [11] for an orthogonal array.
In fact, condition (2) of the definition for a GOB design $(\mathcal{V}, \mathcal{G}, B)$ implies that there exists an $\mathrm{O}\mathrm{A}(t, \ell)$ . Eq uivalently, we show that there exists a $\mathrm{T}\mathrm{D}(t, \ell)$ with $(;=\{G_{1}, G_{2}, \ldots, G_{t}\}$ as its groups. For any two elem ents $x$ , $y$ from distinct groups $G_{i}$ and $G_{j}$ , by the fact that a GOB design is also a GD design, we have exactly A2 blocks Rao's bound [11] claims that in an $\mathrm{O}\mathrm{A}_{\lambda}(k, n)$ , the inequality $\lambda n^{2}\geq k(n-1)+1$ always holds. So we have $\ell^{2}\geq t(\ell-1)+1$ . This gives the following necessary condition on parameters.
Corollary 3.3 If there is a (t,
$\ell,$ c, $\lambda)$ -GOB design, then t $\leq\ell+1$ .
We finally remark that the newly introduced $(t, \ell, c, \lambda)$ -GOB design is named after its three intrinsic combinatorial structures, that is, aGD design, an $\mathrm{O}\mathrm{A}(t, \ell)$ , and an $(\ell, c, \lambda)$ -BIBD. 4 The Known Equivalence Revisited Obana and Kurosawa [8] proved that optimal $\mathrm{A}^{2}$ -codes are equivalent to affine ce-resolvable $+$ BIBDs. Li, Pei, Safavi-Naini and Wang $ [10, 18] $ also proved the equivalence in terms of $\alpha$ -resolvable designs with special properties. In this section, we revisit this equivalence from a design-theoretic point of view. This enables us to simplify the original proofs and make things more clear. We finally note that in any optimal $(\ell, c)\mathrm{A}^{2}$ -code $(\mathrm{S}, \mathcal{M}, \mathcal{E}_{\mathcal{R}}, \mathcal{E}_{\mathcal{T}})$ , $\mathcal{E}_{\mathcal{R}}$ and $\mathcal{E}_{\mathcal{T}}$ are all uniform. This was proved by Obana and Kurosawa [8] and $G_{\mathrm{i}}$ , $\mathrm{i}$ , $j=1,2$ , $\ldots$ , $q+1$ , be 2nd associates. Then in this way we naturally obtain a group divisible association scheme. Suppose that $y$ , $z\in G_{:}$ for some $\mathrm{i}$ , $1\leq \mathrm{i}\leq q+1$ . Let $L(y, z)$ be the line containing both $y$ and $z$ . Suppose We wish to remark that when $d=0$ , we obtain the well-known Johansson's family of optimal $\mathrm{A}^{2}$ codes [4] .
Conclusions
In this paper, we revisited the known combinatorial characterization of optimal authentication codes with arbitration in [7, 8, 10, 18] . We introduced the notion of a GOB design and then investigated its structure. We used GOB designs to $\mathrm{r}\mathrm{e}$ -characterize optimal authentication codes with arbitration, which is much easier to be understood than the previous ones. This new characterization enabled us to construct a new family of optimal authentication codes with arbitration from finite geometries.
